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Chris Kavanagh writes . . .
https://medium.com/@CKava

‘The basic story as received is as follows:

A shady UK data analytics company, with the help of a 24 year old
tech genius developed an innovative technique to hack Facebook
and steal 50 million user profiles. Then they used this data to help
the Trump and Brexit campaigns psychologically manipulate voters
through targeted ads. The result was Vote Leave ‘won’ the UK’s
Brexit referendum and Trump was elected president in the US.

Unfortunately, almost everything in the above summary is false or
misleading.’
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What happened
Abbreviated!

1 Aleksandr Kogan, a Cambridge academic, performed a ‘Big
data’ study using Facebook: users opted in some information.

2 He used a Facebook feature/loophole to magnify the size of
his data set to users who had not opted in (consented).
Note: These data were scrapes of profiles, not internal FB
data which were never accessed.

3 Via a spin-out company he sold these data to Cambridge
Analytica. Kogan and CA differ on whose bright idea this was.
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Aleksandr Kogan . . .

University of Cambridge
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What happened

4 Cambridge Analytica (in which Steve Bannon has business
interest) had some involvment in the Republican Presidential
campaign(s) of 2016.

5 Carole Cadwalladr (The Observer) did some digging. A
Cambridge Analytica leak (Christopher Wylie) {told her,led
her to believe} that the data supplied by Kogan permitted
CA to swing the election.

11 / 26



Carol Cadwalladr, Christopher Wylie . . .

Twitter, UK Business Insider
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What happened

6 Cambridge Analytica turned out to be ‘rather obnoxious and
unethical’. The boss Alexander Nix was recorded making
some very far fetched claims indeed. He resigned.
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Aleksander Nix . . .

Washington Post

14 / 26



What happened

7 Trump won by a small margin. It is not possible to say how
many votes (if any) CA’s activities changed.
It is highly likely that other factors (e.g., choice of Democrat
candidate) swung more. Few informed observers believe CA
‘won’ the election for Trump.

8 There is no evidence that CA were involved in the Brexit
referendum.

15 / 26



Kavanagh . . .

‘The truth is mundane but depressing.

Both the Brexit referendum and the US 2016 election were
(marginally) won by right wing populist movements doing what
such movements have always done: whipping up xenophobia,
offering simplistic solutions to complex problems, and claiming that
they will destroy the corrupt system that has been holding the
people down.’
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So what? Should we care? (I)

CA let it be believed that they were using psychographics to
micro-target voters. They probably weren’t.

But we would be reckless to assume CA are the only company in
this game. Others are clearly better as they haven’t been caught –
perhaps these others have pushed at the open door that Kogan
used?
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So what? Should we care? (II)

Kogan was not a maverick - serious research groups world wide are
in the same game.

Kogan had already been part of an internal departmental row over
jeopardising serious academic work.
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Proc. Nat. Acad. Sc. 2017
Colombia, Stanford, Cambridge

PNAS 114(48):201710966 November 2017
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David Stillwell
‘Colleague’ of Kogan

University of Cambridge
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David Stillwell

Twitter
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So what? Should we care? (III)

‘Surveillance capitalism’ is a term coined 5(?) years ago by
Harvard Professor Shoshana Zuboff.

22 / 26



Shoshana Zuboff

BCC
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Surveillance Capitalism

In the old days (199x), the Internet was perceived as a serious
threat to established capitalism. Remember Napster?

We now live in a world where [until recently] Uber track you after
leaving your cab, and digital billboads in London are monitoring
your facial expession.
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Surveillance Capitalism
after Zuboff

1 The drive toward more and more data extraction and analysis

2 The development of new contractual forms using
computer-monitoring and automation

3 The desire to personalize and customize the services offered to
users of digital platforms

4 The use of the technological infrastructure to carry out
continual experiments on its users and consumers.
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Big other: surveillance capitalism and the prospects of an
information civilization
J. Inf Tech. 30(1), 75-89, 2015

‘It is constituted by unexpected and often illegible mechanisms of
extraction, commodification, and control that effectively exile
persons from their own behavior while producing new markets of
behavioral prediction and modification.

Surveillance capitalism challenges democratic norms and departs in
key ways from the centuries-long evolution of market capitalism.’
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